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References

Standard / framework Mapping

MITRE ATT&CK for ICS

Tactic: TAOO2 - Execution
Technique: T0844 - Program Organization Units

ISA 62443-3-3 SR 3.4: Software and information integrity
ISA 62443-4-2 CR 3.4: Software and information integrity
ISA 62443-4-1 SI-2: Secure coding standards

MITRE CWE CWE-1120: Excessive Code Complexity

CWE-653: Insufficient Compartmentalization



https://collaborate.mitre.org/attackics/index.php/Execution
https://collaborate.mitre.org/attackics/index.php/Technique/T0844
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References

Standard / framework Mapping

Tactic: TA0Q09 - Inhibit Response Function
MITRE ATT&CK for ICS Technique: T0858 - Utilize/Change Operating Mode
ISA/IEC 62443-4-1 SI-1 : Security implementation review



https://collaborate.mitre.org/attackics/index.php/Inhibit_Response_Function
https://collaborate.mitre.org/attackics/index.php/Technique/T0858
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References

Standard / framework Mapping

Tactic: TA010 - Impair Process Control
Technique: T0836 - Modify Parameter
ISA 62443-3-3 SR 3.6 : Deterministic Output

ISA 62443-4-2 CR 3.6 : Deterministic Output

MITRE ATT&CK for ICS



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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References

Standard / framework Mapping

MITRE ATT&CK for ICS

Tactic : TA010 - Impair Process Control
Technique: T0836 - Modify Parameter

SR 3.5: Input Validation

ISA 62443-3-3 SR 3.6: Deterministic Output
CR 3.5: Input Validation

ISA 62443-4-2 CR 3.6: Deterministic Output

ISA 62443-4-1 SI-2: Secure c_odlng s'Fandards .
SVV-1: Security requirements testing
CWE-128: Wrap-around

MITRE CWE CWE-190: Integer Overflow

CWE-369: Divide by Zero
CWE-754: Improper Check for Unusual or Exceptional Conditions



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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1. From the Controller Properties Dialog Box, select the configure button on “Change to Detect”
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3. Create a Tag to receive the processor state information. This tag can be of type “LINT” or a 2-
word array of type “DINT”

Hame =2|a Aliss For Base Tag Data Type [heseription External Acoess Constant Siyle

LINT Hiex Value of CPU stat... Resd Wirie O Decenal

b Systern_State Mol DT[] ReadWiite N Decirnal
< O

4. Use the Get System Values (GSV) instruction to get the processor state information from
memory and move it into a Tag that can be used in logic or read at the HMI
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References

Standard / framework Mapping

Tactic: TA002 - Execution, TA010 - Impair Process Control
MITRE ATT&CK for ICS Technique: T0O873 - Project File Infection, T0833 - Modify Control Logic
ISA 62443-3-3 SR 3.4 : Software and information integrity



https://collaborate.mitre.org/attackics/index.php/Execution
https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0873
https://collaborate.mitre.org/attackics/index.php/Technique/T0833
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Standard / framework Mapping
CR 3.4 : Software and information integrity

ISA 62443-4-2 EDR 3.12 : Provisioning product supplier roots of trust

SI-1 : Security implementation review

ISA 62443-4-1 SVV-1 Security requirements testing

CWE-345: Insufficient Verification of Data Authenticity
MITRE CWE e (child) CWE-353: Missing Support for Integrity Check
e (child) CWE-354: Improper Validation of Integrity Check Value
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Standard / framework Mapping

MITRE ATT&CK for ICS

Tactic : TA010 - Impair Process Control
Technique: T0836 - Modify Parameter

ISA 62443-3-3

SR 3.5 : Input Validation

ISA 62443-4-2

CR 3.5 : Input Validation

ISA 62443-4-1

SI-2 : Secure coding standards
SVV-1 : Security requirements testing



https://collaborate.mitre.org/attackics/index.php/Impair_Process_Control
https://collaborate.mitre.org/attackics/index.php/Technique/T0836
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1. Create array mask

Check if the array is binary-sized. If it is not binary-sized, create a mask to the next size up on a binary
scale. e.g., if you have a need for 5 registers (not binary-sized):

[21 31 41 51 o61]

define an array of 8:

[x x 21 31 41 51 61 x]

Next, take the index value to pick up for the indirection - in this example, it is 3.
Caveat: Index begins at 0!

[21 31 41 51 61]

A

Index: 3
add an offset to it making up for the poisoned end. The offset can be 1 or higher, in this case it is 2:

[x x 21 31 41 51 61 x]

A

Index including offset: 3 + 2 = 5

and then AND the index including offset with a mask that equals the array size.
In this example the array size is 8, thus index 7, so the mask would be 0x07. The mask makes sure the
maximum index you can get is 7, for example:
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6 AND 0x07 would give back 6.
7 AND 0x07 would give back 7
8 AND 0x07 would give back 0.
9 AND 0x07 would give back 1.

This ensures you always address a value in the array.

2. Insert poisoned ends

Poisoning ends is optional. You would be able to detect manipulated indirections without the
poisoning, but poisoning helps to catch fence-post errors because you get back a value that does not
make sense.

The point is that at index 0 of the array, there should be a value that is invalid — such as -1 or 65535.
This is “the poisoned end”. Likewise, at the last elements of the array you do the same:

So, for the array above, the poisoned version could look like this:

[-1 -1 21 31 41 51 61 -1]

3. Record value of indirection address without mask

Then record the value of the indirect address without AND mask and offset:
In this example, you’d record 51 for index 3.

[21 31 41 51 61]

A

Index 3

4. Execute AND mask and compare values (=indirection validation)
Compare your recorded value to the value after you have done the offset and the AND mask.
4a. Case A: Correct Indirection

First, offset:
Index + Offset=3+2=5

Second, mask:
5 AND 0x07 = 5

Third, indirection check:
[-1 -1 21 31 41 51 61 -1]

A

Index including offset: 5
Value = 51 equals the recorded value, so everything is fine.

4b. Case B: Manipulated Indirection

If you now had a manipulated indirection, let’s say 7, let us see what happens:
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First, offset:
Index + Offset = 7 + 2

Il
\e)

Second, mask:
9 AND 0x07 =1

Third, indirection check:
[-1 -1 21 31 41 51 61 -1]

A

Index including offset: 1
Value = -1 does notequal the recorded value and also indicates your poisoned end, so you'd
know your indirection is manipulated.

5. Execute fault / programmer alert

If this validated value is different from your recorded one, then you know something is wrong. Raise
a software quality alarm.

Then, check the indirection value. If it is a poisoned value, you should raise another software quality
alarm. This is an indication of a fence-post error.

Why?

Beneficial for...? Why?
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